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It is hard to imagine that the
drafters of the Employee Re-
tirement Income Security Act
of 1974 (ERISA) envisioned a
day would come when retire-
ment plans would be adminis-
tered electronically and distri-
bution of paper notices and
disclosures to plan participants
might become a thing of the
past. However, the retirement
industry seems to be swiftly
moving that direction.

There is indeed an undeni-
able discernable trend towards
the increased flow of electronic
communicat ion with plan
participants. Both the Depart-
ment of Labor (DOL) and the
U.S. Supreme Court have rec-
ognized the paradigm shift and

the resulting benefits for retire-
ment plan administration. On
May 21, 2020, for example, the
DOL issued a new rule titled
“Default Electronic Disclosure
by Employee Pension Benefit
Plans under ERISA.” The rule
provides safe harbor relief to
plan administrators who satisfy
specific conditions in delivering
electronic communications. In
their release, the DOL provided
the following comments in their
discussion of the new
regulation:

The Department expects the
rule to enhance the effective-
ness of ERISA disclosures
and significantly reduce the
costs and burden associated
with furnishing many of the
recurring and most costly
disclosures.

Also, the U.S. Supreme

Court’s recent decision, Intel
Investment Policy Committee
v. Sulyma,1 noted how elec-
tronic communications can en-
hance participant visibility of
plan disclosures. The Sulyma
opinion specifically suggested
that plan administrators might
show a participant’s actual
knowledge of a disclosure
through obtaining electronic re-
cords that demonstrate a par-
ticipant has viewed and is
aware of the plan disclosure,
and that this evidence could be
obtained through a participant
clicking to a specific plan
disclosure. This aspect of the
Sulyma decision—seemingly
recommending plan adminis-
trators to employ electronic re-
cords to prove actual knowl-
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edge—will only encourage
employers and service provid-
ers to increase the electronic
footprint. Certainly, the benefits
of increased electronic com-
munications and disclosures
are real and, as the DOL aptly
noted, will simplify plan admin-
istration and lower the associ-
ated costs. In addition, the
Supreme Court has suggested
electronic communications will
enhance plan efficiency. But
while these are important posi-
tive effects for the employee
benefits industry, the increased
flow of electronic communica-
tions increases the risk of po-
tential exposure of plan partici-
pant ’s confidential and
personal data to
cybercriminals. This creates a
new liability source for the plan
and its service providers.

Cybersecurity concerns are
particularly acute as of the
publishing date of this article
and have reached such a cre-
scendo that the DOL thought it
worthy to address the issue in
the new regulation. The DOL
commented:

. . . the Department recog-
nizes that increased elec-
tronic disclosures may ex-
pose covered participants’
information to intentional or
unintentional data breach
. . . the Department expects
that many plan administra-
tors, or their service or invest-
ment providers, already have
secure systems in place to
protect covered individuals’
personal information. Such
systems should reduce cov-

ered individuals’ exposure to
data breaches.

These comments seem rea-
sonable, however, the DOL did
not offer any guidance on spe-
cific best practices, noting that
“. . . efforts to establish spe-
cific, technical requirements
would be difficult to achieve,
given the variety of technolo-
gies, software, and data used
in the retirement plan
marketplace.” While the DOL
appreciates the complexity of
the challenges for plan spon-
sors, their lack of specific regu-
latory guidance in the new
regulation only makes cyberse-
curity a more pressing issue—
particularly considering that the
threat of cybersecuri ty
breaches and the resulting li-
ability are not going away any-
time soon.

As recent as April 3, 2020, a
participant in the Abbott Labo-
ratories Stock Retirement Plan
filed a complaint in the U.S.
District Court for the Eastern
District of Illinois accusing Ab-
bott and the plan’s third-party
administrator of breaching their
fiduciary duties by failing to
stop cybercriminals from steal-
ing $245,000 from the partici-
pant’s account. The Abbott
plan is one of the largest de-
fined contribution plans in the
country, with assets close to
$9.5 billion and with average
participant accounts holding
balances of approximately
$260,000. This case under-

scores the urgency in enacting
and complying with prudent
procedures to protect the elec-
tronic security of participant ac-
counts especially during a time
where participant withdrawal
requests are on the rise.

Further complicating mat-
ters, the current economic cli-
mate is new and
unprecedented. First, the novel
coronavirus (COVID-19) health
crisis has led to increasing
unemployment and furloughs.
With a loss in steady income,
participants are turning to their
retirement plans for cash. Sec-
ond, the recent Coronavirus
Aid, Relief, and Economic Se-
curity (CARES) Act legislation
makes it easier for participants
to withdraw money from their
retirement account and re-
duces the chance of tax penal-
ties, which will make plan with-
drawals only more popular.
Finally, more employees work-
ing remotely, and possibly on
unsecure networks, creates
another challenge for plan
sponsors in protecting confi-
dential data.

There is currently limited
regulatory guidance on elec-
tronic data protection for retire-
ment plans. The federal statu-
tory guidance to ensure
electronic disclosure of per-
sonal information safeguards
is limited. The “Safeguard
Rule” of the Gramm Leach
Bliley Act of 1999 (GLBA) re-
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quires that covered U.S. finan-
cial institutions safeguard sen-

sitive data.2 This sensitive and
nonpublic information is re-
ferred to as “personally identifi-
able information” (PII) and en-
compasses items such as
names, Social Security num-
bers, debt and payment his-
tory, and account numbers.

While the purpose of the
Safeguard Rule is admira-
ble—to “. . . ensure the secu-
rity and confidentiality of cus-
tomer records and information;
protect against any anticipated
threats or hazards to the secu-
rity or integrity of such records;
and protect against unautho-
rized access . . .”—it did not
provide procedures necessary
to protect such information and
details. The GLBA only pro-
vides for a written security plan
that calls for appointing a per-
son or entity responsible for
coordinating the security of
confidential information, proce-
dures, and protocols for de-
signing, implementing, and
testing the sufficiency of any
safeguards and monitoring any
service providers responsible
for the safeguards. While ser-
vice providers may acknowl-
edge the responsibility in this
area for their firms, the em-
ployer is left alone with its
responsibility to investigate the
depth and prudence of all the
plan’s service providers and
the measures they take to

safeguard the plan and partici-
pants’ information.

ERISA has statutory protec-
tions under Section 404(a) that
impose a standard of knowl-
edge and actions as a prudent
expert on plan fiduciaries as
one that acts “. . . with the
care, skill, prudence, and dili-
gence under the circumstances
then prevailing that a prudent
man acting in a like capacity
and familiar with such matters
would use in the conduct of an
enterprise of a like character
and with like aims.” But what
does that mean in the context
of cybersecurity?

First, of course, the issue will
be to identify what data is spe-
cifically misappropriated by
hackers to constitute a “plan
asset.” The Seventh Circuit, for
example, recently affirmed a
district court’s finding that con-
fidential participant data includ-
ing “participants’ contact infor-
mation, their choices of
investments, the asset size of
their accounts, their employ-
ment status, age, and proxim-
ity to retirement” could not be
a plan asset because it was
not property the plan could sell
or lease in order to fund retire-
ment benefits.3 While it is an
open issue whether participant
personal data will be consid-
ered plan assets—the DOL
has yet to opine on this
topic—a distinction can be
drawn with cases in which ac-

tual plan assets (for example,
the funds in an individual’s ac-
count) are stolen by
cybercriminals.

An important case in the
U.S. District Court for the East-
ern District of Pennsylvania,
Leventhal v. MandMarblestone
Grp. (Leventhal),4 underscores
the prospective liability loom-
ing for plan sponsors and ser-
vice providers in connection
with data breaches that result
in the loss of funds from partici-
pants accounts.

Specifically, in Leventhal, a
participant and the plan itself
brought allegations against the
plan’s third-party administrator
(TPA) and custodian that they
failed to enact prudent proce-
dures and safeguards to pro-
tect the plan and participants
from cybersecurity threats that
resulted in cybercriminals ob-
taining a copy of the partici-
pant’s legitimate distribution
form and using that copy to
submit a series of requests for
fraudulent withdrawals totaling
more than $400,000. The court
not only found the TPA and
custodian were ERISA fiducia-
ries in connection with distrib-
uting plan assets to partici-
pants, but also found that the
custodian and TPA breached
their fiduciary duties to the plan
and participants.

As ERISA fiduciaries, the
Leventhal court concluded that
the TPA and custodian “failed
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to act with the requisite pru-
dence and diligence where
they saw the ‘peculiar nature’
and high frequency of the with-
drawal requests that were to
be distributed to a new bank
account, but failed to alert
Plaintiffs or verify the requests”
and that the defendants failed
to implement “typical” proce-
dures and safeguards to notify
plaintiffs and/or verify the
requests. This language begs
the question: What are the
“typical” procedures and safe-
guards that would have pro-
tected the service providers
from liability in Leventhal and
shielded the participant from
having money stolen from their
account? The same court re-
cently raised the stakes in find-
ing the TPA could assert a
counterclaim for fiduciary
breach contribution against the
plan sponsor. The court specifi-
cally emphasized that “Plain-
tiffs’ own carelessness with
respect to their employees,
their computer/IT systems, and
employment policies facilitated
and/or was the most substan-
tial contributing factor in the
occurrence of the cyber-
fraud.”5 Therefore, both plan
sponsors and administrators
should not take lightly or ignore
the need for proper review of
and diligence in its procedures.

With the challenges previ-
ously mentioned, the proce-
dures many plan sponsors,
TPAs, and record-keepers cur-

rently have in place—to ex-
change data or manage and
verify participant withdrawals—
may no longer be prudent. Be-
cause of the urgency in deal-
ing with this problem, the time
is now for plan sponsors and
plan fiduciaries to address and
reevaluate cybersecurity prac-
tices and procedures in order
to ensure they and their partici-
pants will not fall victim to
fraud, hacking or phishing
schemes.

With the concerns and po-
tential risks identified, the fol-
lowing questions need to be
addressed by the plan
sponsor:

E Have you prudently se-
lected a point person re-
sponsible for an internal
review of your company’s
practices, procedures,
and operations?

E Have you established the
practices and procedures
to complete and external
audit of your retirement
plan’s service providers
and their data security
practices and proce-
dures?

E Does your point person
have the required experi-
ence to effectively com-
plete the above investiga-
tive analysis?

As the retirement plan op-
erational compliance and ad-

ministration and management
challenges continue and yet
evolve, plan sponsors should
expand the scope of their due
diligence and take steps to
identify appropriate criteria for
service provider assessments.
In addition, plan sponsors
should also implement best
practices for plan operations
and compliance that meet pro-
cedural and substantive pru-
dence requirements under
ERISA. But unlike the estab-
lished and streamlined proce-
dures that meet ERISA’s pru-
dent standard of care with
other fiduciary functions, the
look of the process and sub-
stance in the context of data
exchange and cybersecurity
may need to be completely
redesigned. Therefore, plan
sponsors should consider a
comprehensive review of their
company’s, and their service
provider’s, current data ex-
change and cybersecurity sys-
tems, processes, and
procedures. If proper proce-
dures are nonexistent, then im-
mediate action should be taken
to establish them. A compre-
hensive review by the ap-
pointed person or other plan
fiduciaries should address at a
minimum the following items:

E Review all retirement plan
service agreements and
identify any indemnifica-
tion or limits of liability
provisions.
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E Review retirement plan
service providers data ex-
change and cybersecurity
processes and
procedures.

E Conduct onsite visits as
prudent and appropriate.

E Confirm the service pro-
viders have appropriate
professional liability and
cyber liability insurance
coverages.

E Review the provider’s
Service Organizat ion
Control (SOC) reports.

a. SOC 1 and SOC 2.

Plan sponsors, plan fiducia-
ries, and service providers
should move swiftly to address
any and all concerns over the

electronic exchange of data,
documents and the overall pro-
tection of plan participants
confidential information that
resides both internally and with
plan service providers. The ef-
fects of any failure to do so,
particularly in the current eco-
nomic climate, the changing
regulatory environment, and
increasing litigation over pro-
tecting plan data and assets,
could have drastic implications,
including an increase in fidu-
ciary liability resulting from
stolen plan assets. Plan spon-
sors seeking to address such
concerns should contact
ERISA counsel or a fiduciary
compliance expert to guide
them through a thorough re-
view of their internal controls,
service agreements, service

provider due diligence, and so
forth. In addition, and as
needed, plan sponsors should
also implement necessary data
exchange and cybersecurity
practices and procedures.
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